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1
Decision/action requested

It is requested to approve the changes in clause 4 below.
2
References

[1]
GSMA RSP Technical Specification SGP.22, v2.1
3
Rationale

As analyzed in S3-171879, GSMA eUICC Profile provisioning procedures could be used to solve the issue of long term keys exposure, however, there are some drawbacks of this solution, e.g., the solution requires the end user consent and may impact user data stored in applets of the Profile. This pCR is intented to propose a revised solution based on the solution illustrated in S3-171879 to eliminate these drawbacks.
Currently in GSMA eUICC specification, operator can only order a full Profile package containing all Profile components, but in the case of long term keys exposure, only those keys exposed need to be updated, so it is desirable to define a Profile update package, which only contains necessary Profile elements to be updated. In the context of long term keye exposure, the Profile update package contains the keys to be updated, e.g. OTA keys, and K/Ki.
As the long term keys update does not impact any end user data on the eUICC, there is no need to ask for user consent for the Profile update. 
The proposal in this contribution is to download a Profile update package, rather than a new Profile, while reusing the Profile download procedure defined in SGP.22 as much as possible.

The details of the Profile update procedure should be defined by GSMA if the solution is recognized as a potential way for eUICC, this contribution only gives a high level description of the solution.
4
Detailed proposal

Changes are proposed below.
***
BEGIN CHANGES
***

9.Y
Solution #y: 'Update long term keys via Profile update package'
9.Y.1
Introduction

This solution is a revised solution based on solution #x described in S3-171879. The solution introduces a way to update the long term keys in the Profile on the eUICC by downloading a Profile update package. A Profile is identified by ICCID as defined in SGP.22.
9.Y.2
Solution Description
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Figure 9.Y.2: Profile update package download

The overall flow is describes as below:

1. The network operator provisioning system requests the eUICC provisioning server to generate a Profile update package. The Profile update package includes new long term keys to be provisioned, Profile update request and ICCID of the target Profile to be updated.

2. The UE gets the eUICC provisioning server address and mutually authenticates with the eUICC provisioning server by using the eUICC certificate and private key.

3. The eUICC provisioning server looks for the Profile update package to be downloaded and build metadata of the package, then the eUICC provisioning server sends the metadata to the UE, including a Profile update indicator which indicates that no user consent is required.

4. Upon reception of the metadata, the UE downloads the Profile update package from the eUICC provisioning server, without asking for the end user consent.

5. The eUICC in the UE updates the target Profile identified by ICCID according to the Profile update request, using the new long term keys in the Profile update package.

6. The UE sends a Profile update result containing the ICCID to the eUICC provisioning server.

7. The eUICC provisioning server sends the Profile update result to the network operator provisioning system. Then the network operator provisioning system could configure the new long term keys of the target Profile in the HLR/HSS/AuC.

8. The UE detaches from the network and re-attaches the network using the updated long term keys.
9.Y.3
Solution Evaluation
The solution can address the key issue that both K/Ki and OTA keys are exposed so that it is not secure to update one key by using another key.
The solution only updates the long term keys of the affected Profile, without the need to ask for the end user consent.
The solution does not impact any end user data stored in the Profile.

The solution could also be extended to update other Profile contents if needed.
***
END OF CHANGES
***
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